
ACCESS

Every individual can exercise the right of access to their personal data, as
provided under Article 15 of the Gibraltar General Data Protection
Regulation (the “Gibraltar GDPR”). This is commonly referred to as a
Subject Access Request ("SAR").

A SAR gives individuals the right to obtain a
copy of their personal data.

A SAR may be made verbally or in writing. However, it is
strongly recommended that the request be made in writing. A written
request helps provide clarity on what is being asked for and ensures that
there is an audit trail.

Organisations should respond to a SAR in writing and within
one month of the request, as per Article 12 of the Gibraltar GDPR.

If an organisation
refuses a SAR, it must inform the individual of the reasons for doing so
and advise that they may complain to the Information Commissioner.

Where an individual makes the
request by electronic means, the information should also be provided by
electronic means where possible, unless otherwise requested by the
individual.

In most cases, an organisation cannot charge a fee to
comply with a SAR, unless the SAR is manifestly unfounded, excessive, or
repeated.

For further information, please refer to the Right of Access Guidance Note on our website www.gra.gi

privacy@gra.gi

http://www.gra.gi/


INFORMED

Individuals have a right to be informed about the collection and use of
their personal data. This is a key requirement under Article 13 and
Article 14 of the Gibraltar General Data Protection Regulation (the
“Gibraltar GDPR”).

However, in cases
where the information is not collected directly from them, individuals
must be informed at the time their personal data is collected, or as
soon as possible and within a month.

The information provided must be concise,
easily accessible and clear.

Where an
organisation intends to further process the personal data for a
purpose other than that for which the personal data were collected,
the individuals must be given advance notice and provided with
additional relevant information, as necessary.

For further information, please refer to the Privacy Notice Guidance Note on our website www.gra.gi

privacy@gra.gi

•The identity of the data controller

•Data Protection Officer’s contact 

details

•Purposes for the processing

•The lawful bases relied on

•The retention period(s)

•Whether data will be shared

•Whether data will be transferred 
outside Gibraltar

•The data protection rights 
including the right to complain

•Whether automated decision 
making takes place

https://www.gra.gi/


RECTIFICATION

Individuals have a right to have data held about them rectified when

it is inaccurate or incomplete. This right is provided for under Article

16 of the Gibraltar General Data Protection Regulation (the “Gibraltar

GDPR”).

However, a written request helps provide clarity on what

is being asked for and ensures that there is an audit trail.

Organisations should respond to a request in writing,

without undue delay and within one month, as per Article 12 of the

Gibraltar GDPR.

If an

organisation refuses a request, it must inform the individual of the

reasons for the refusal and advise that they may complain to the

Information Commissioner.

For further information, please refer to guidance on
“The Rights of Individuals under the Gibraltar GDPR” on our website www.gra.gi

privacy@gra.gi

Taking into account the purposes

of the processing, individuals may have the right to have incomplete

personal data completed, including by means of providing a

supplementary statement.

https://www.gra.gi/


ERASURE

Individuals have a right to erasure of their personal data under Article

17 of the Gibraltar General Data Protection Regulation (the “Gibraltar

GDPR”). This is commonly referred to as the ‘right to be forgotten’.

The right of erasure is not an absolute

right and shall not apply to the extent that processing is necessary, for

example, to comply with a legal obligation.

In certain cases, organisations are obliged

to erase personal data without undue delay, such as when -

• the personal data are no longer necessary;

• consent is relied on for the processing, but consent is withdrawn;

• the personal data have been unlawfully processed;

• the data is used for direct marketing and the individual objects;

and/or

• the personal data must be erased to ensure compliance with a legal

obligation.

Organisations should respond to a request for erasure in 

writing and within one month as per Article 12 of the Gibraltar GDPR.

If an

organisation refuses a request, it must inform the individual of the

reasons for the refusal and advise that they may complain to the

Information Commissioner.

privacy@gra.gi

For further information, please refer to guidance on 
“The Rights of Individuals under the Gibraltar GDPR” on our website www.gra.gi

https://www.gra.gi/


RESTRICTION
OF PROCESSING

Individuals have a right to block or restrict the processing of their

personal data under Article 18 of the Gibraltar General Data

Protection Regulation (the “Gibraltar GDPR”).

Individuals may wish to exercise this right

where they have concerns relating to the information held about

them. For example, when the accuracy of the personal data is being

contested or the processing of personal data is unlawful, and the

individual opposes the erasure of same.

The right to restriction in processing is

not however an absolute right, and it only applies in certain

circumstances. Additionally, when processing is restricted,

organisations will not always be required to restrict an individual’s

personal data indefinitely.

Organisations should respond to a request in writing and

within one month as per Article 12 of the Gibraltar GDPR.

If an

organisation refuses a request, it must inform the individual of the

reasons for the refusal and advise that they may complain to the

Information Commissioner.

privacy@gra.gi

For further information, please refer to guidance on 
“The Rights of Individuals under the Gibraltar GDPR” on our website www.gra.gi

https://www.gra.gi/


DATA 
PORTABILITY

Individuals have a right to data portability under Article 20 of the

Gibraltar General Data Protection Regulation (the “Gibraltar GDPR”).

The

right to data portability entitles an individual to –

• receive personal data concerning them, which they have provided

to the organisation, in a structured, commonly used and machine-

readable format. This allows individuals to obtain and reuse their

personal data for their own purposes across different services,

supporting their freedom and choice when engaging or purchasing

services; and/or

• have their personal data transmitted to another controller, where

technically feasible, without hindrance from the controller to

which the personal data have been provided.

This right only applies to information an

individual has provided to the organisation, where the processing is

based on consent or contract, or where the processing is carried out

by automated means.

Organisations should respond to a request in writing and

within one month as per Article 12 of the Gibraltar GDPR.

For further information, please refer to the Data Portability Guidance Note on our website www.gra.gi

privacy@gra.gi

If an

organisation refuses a request, it must inform the individual of the

reasons for the refusal and advise that they may complain to the

Information Commissioner.

http://www.gra.gi/


OBJECT

Individuals have a right to object to the processing of their personal

data under Article 21 of the Gibraltar General Data Protection

Regulation (the “Gibraltar GDPR”).

Where the right to

object applies, organisations may still be able to continue processing if

they can provide a compelling reason for doing so.

The right to object is

nevertheless an absolute right when it concerns direct marketing, and

the individual shall have the right to object at any time to processing

of personal data concerning them for such marketing.

An organisation must explicitly

inform an individual of their right to object at the latest at the time of

the first communication. This should be presented clearly and

separately from any other information.

Organisations should respond to a request to object in

writing and within one month as per Article 12 of the Gibraltar GDPR.

privacy@gra.gi

If an

organisation refuses a request, it must inform the individual of the

reasons for the refusal and advise that they may complain to the

Information Commissioner.

For further information, please refer to guidance on
“The Rights of Individuals under the Gibraltar GDPR” on our website www.gra.gi

https://www.gra.gi/


Individuals have rights in relation to automated decision-making

under Article 22 of the Gibraltar General Data Protection Regulation

(the “Gibraltar GDPR”).

Organisations can only carry out

automated decision-making where the decision is necessary for the

entry into or performance of a contract, is based on the individual’s

explicit consent, or in certain circumstances where it is authorised by

law.

Where automated decision-making takes place,
individuals must be informed, and simple ways provided for them to
request human intervention or challenge a decision.

Regular checks must also be made to ensure
systems are working as intended.

Organisations should respond to a request in writing

and within one month as per Article 12 of the Gibraltar GDPR.

If an

organisation refuses a request, it must inform the individual of the

reasons for the refusal and advise that they may complain to the

Information Commissioner.

privacy@gra.gi

AUTOMATED
DECISION-MAKING,

INCLUDING PROFILING

For further information, please refer to guidance on
“The Rights of Individuals under the Gibraltar GDPR” on our website www.gra.gi

https://www.gra.gi/

